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2023 Q3 Update
State of the Cyber Insurance Market

▲

■

▼
▲

▼

Capacity

Coverage

Losses

■ Retentions

Pricing



Trends in Cyber Insurance 
Underwriting

I. Areas in which some cyber insurers are looking to 
limit their exposure to systemic (wide-spread) risk:
• Cyber war that accompanies physical/traditional 

war
• CVE (Common Vulnerabilities and Exposures)
• Zero day attacks (such as current MoveIT

vulnerability)
• Pixel and website tracking exclusions
• Unpatched software
• End-of-Life software
• Information Technology/Operational Technology 

segregation
• Biometric data collection/use

Dealing with the threat of systemic risk
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Additional Trends of Note
From the front lines of cyber insurance

• A resumed increase in ransomware activity

• Ransomware incidents involving additional threat of disclosure

• Widespread events (ie: Move-IT exploit)

• AI’s pending influence in social engineering efficacy

• Dangers of misrepresentation in cyber insurance applications

Source: RPS Claim files, client carrier communication dated 7/6/23
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Additional Trends of Note
From the front lines of cyber insurance

• Many still don’t get it – importance of sound back-up practices

• Steeper hills and valleys in cyber insurance market than traditional insurance

Source: NAIC data, sourced from S&P Global Market Intelligence; Insurance Information Institute
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Edu/Public Entity Claims Experienced by RPS Clients
Count by Matter Type: Edu/Public Entity

Fraudulent Payment (27.38%)

Ransomware
(28.57%)

Potential Claim/Circumstance 
(13.1%)

Malware (1.19%)

Social 
Engineering
(8.33%)

System 
Compromise
(16.67%)

Theft/Loss
(3.57%)

Claim / No Lawsuit
(1.19%)

Source: RPS proprietary customer claims data
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Cost of Not Having Cyber Insurance

Source: CFC Underwriting ©2023
Criteria: Based on Education Industry Code @ $30M annual budget

Source: Chubb Cyber Index ©2023 Chubb Corporation
Criteria: Industry: Education| Industry Class: Pre-K-12
Annual Revenue: $30M  |  Record Count: 100,000



PREVENTING INCIDENTS
WEATHERING INCIDENTS
PREPARING FOR THE FUTURE
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SPELL JIF Insurance 
Policy: Controls by Tier Tier 1 Terms:

• Utilizes all required controls

• $50,000 Retention

• 25% Co-Insurance

Tier 2 Terms:
• Missing one or more of the required 

controls

• $100,000 Retention

• 50% Co-Insurance 

Perimeter Firewall

AV &/or EDR

MFA For Remote Access

MFA For Privileged Access

Tested & Encrypted Backups

A Tested Incident Response Plan

A Vetting Process for 3rd Party Vendors

To be included in Tier 1, districts must 
utilize the following:
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Cyber Incident Reporting
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Cyber Incident Reporting



Chronology of a Cyber Claim
What to Expect

1. Internal Preparation

Assemble internal team
Assess situation
Review IR plan

2. Report on Website & Call Cyber Insurer

Have team assembled
Share basic known facts:
Timeline?
What type of event?
What type of information?
Is network accessible?
How many people affected?

3. Possible Next Steps

Engage breach counsel
External forensics team
Ransom negotiators (?)
Public relations/media
Customer/citizen notification
Call center
Credit/ID monitoring
Regulatory/law enforcement

Do NOT:
• Talk to media (yet)
• Hire unapproved 

vendors
• Compromise forensics 

footprint

Don’t be surprised:
• You may have to leave 

a voicemail – 24x7 
response

Considerations:
• Clear conflicts
• OFAC check (if 

ransomware incident)
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School Districts Need Cyber Insurance

Pre-Aligned 
Resources

Operational
Consistency

Fiscal
Responsibility

Community 
Confidence
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The slow-down was short-lived



Takeaways

• Threats to schools will continue to occur and evolve

• Virtual Safety needs to be thought of on the same 
level as other critical dangers (active shooter, 
sexual abuse, etc.)

• Virtual Safety impacts cyber insurance availability, 
limits, premium, terms and conditions

• The application process is increasingly important

• The cyber insurance market will begin to harden 
again  – already starting to see signs

• You will become the victim of an attack – will your 
district invest in prevention, recovery, both, or 
none?

• As a member of SPELL-JIF – you have much better 
resources than most of your peers in K-12 
education – engage!
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Thank You

Steve Robinson
Steven_Robinson@rpsins.com

Dan Waldman
Daniel.Waldman@starrcompanies.com
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