KEY CYBERSECURITY CONTROLS: K-12 SCHOOLS

N

Multi-factor
Authentication
for
Employee Email

@

Email Security &
Archiving

©

Password
Management

N

Multi-factor
Authentication
for
Remote & Prviliged
Access

[a]

Privileged Access
Management

—Y

Detailed asset
footprint of particular
service accounts with

domain credentials,
services & monitoring

(&

Secured, Encrypted,
Tested
Backups

End of Life
Systems/Software
replaced or
protected

Security Event
Logging Management

a4

Endpoint Detection
&
Response

Incident Response
Plan & Testing

Data Loss Prevention
Tool

<!

Patch Management
Vulnerability
Management

jpl

Local Domain Control
turned Off on all
owned managed

endpoints

Follow an Information
Security Framework

Cybersecurity
Awareness Training
& Phishing Testing

Maintain a 24x7

Security Operations
Center (SOCQ)




