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10TH ANNUAL ED TECH

SURVEY.

» Cybersecurity topped educational
technology leaders concerns for the 6th
straight year.

» Only 1/3 of districts have at least a single
person dedicated to focus on
information/network security!

» 12% of districts allocate $ 0 to cybersecuirity.

» 2/3 of district do not feel they have adequate
cybersecurity protections or funding.

» 1/3 of respondents had a cyber attack in the
last year.

1-COSN - 2023 State of Ed Tech Leadership Su



https://www.cosn.org/wp-content/uploads/2023/05/Survey_Report_2023_F2.pdf

VIRTUAL SAFETY
SROGRAN

» Changing how schools look at safety
» Review of threat landscape facing schools

» Overview of SPELL Virtual Safety Program




HOW DOES YOUR DISTRICT

» [here Is no one universal safety plan to
help schools respond to the myriad of
threats they are facing

» Your safety program needs to be holistic
across your district involving stakeholders
at all levels with the goal to mitigate risk
and neutralize threats proactively.

» A number of those threats include some
kind of connection to technology, but that
does not always make them a problem for
the technology department. Threat/Risk
Management needs to be across the
district.




SCHOOL THREAT LANDSCAPE — INFORMATION
G [ RT

» Social Engineering » Cloud Vulnerabilities

» Phishing » Mobile Device Vulnerabilities

» Ransomware » Internet of Things Vulnerabillities
» Business Email Compromise » Configuration Mistakes

» Data Breach » Poor Data Management

» Cyber Hygiene » |Inadequate Post Attack Procedures



SCHOOL THREAT LANDSCAPE — STUDENT SAFETY

» Student Accidents
» Online Bullying
» EXposure to inappropriate content

» Online Predation



SCHOOL THREAT LANDSCAPE — EMERGENCY

PREPAREDNESS

Adversarial - Human Caused Threats Technological Hazards

» Fire Alarm — Fire Emergency » Outdoor Air Quality Issues

» Missing Student » Utilities Failure — Electric, Gas, Water

» Building Flood — Clean Water, Grey Water,
Black Water

» HVAC Equipment Failure — Indoor Air Quality

» Suspicious Package
» Bus /Field Trip Accident

» Staff Misconduct Issues

» Gang violence » Accidental Release — Hazardous Materials(in
School)

> Bomb Threats » Accidental Release — Hazardous

» Suicide of Staff/Student Materials(outside School)

» Cyber Attacks » Explosions

» Active Shooter » Pipeline Leak, Aircraft Accident, Nuclear

Release



SCHOOL THREAT LANDSCAPE — EMERGENCY

PREPAREDNESS

Natural Threats Biological Hazards

» \Winter precipitation » Contaminated Food

» Lightning » Infectious Disease

» \Wind » Toxic Materials in School
» Extreme temperatures » Pandemic

» Floods

» Hurricanes
» Earthquakes

» Wildfires

» [ornadoes



SPELL JIF VIRTUAL SAFETY

Information Security Framework
Student Safety Framework

Emergency Planning Framework

Yy Vv Y YV

Proactive Preventative Maintenance
Framework




SPELL JIF

Virtual Safety Program

Information
Security
Framework

Recover

Respond

Risk Assessment Recovery Planning

Asset Management g . Improvements
Governance . Communications

Risk Management Strategy

ldentity & Access Control |
Awareness Training Response Planning
Data Security Communications
Information Protection . Analysis

Processes and Procedures o Mitigation
Maintenance Improvements

Anomalies and Events
Security Continuous Monitoring
Detection Processes

Protective Technology



SPELL JIF

Virtual Safety Program

Emergency
- Preparedness -
Framework

Prevention Recovery

Mitigation Response

Preparedness

Critical Information . . Recovery Protocols
Stakeholders Involvement . . Lesson Learned
Target Hardening ) . Plan Maintenance
Policies
All Hazards Analysis
Risk Assessments

Prevention Programs Response Protocols

Adversarial Threat Protocols

Intervention Programs Technological Threat Protocols

Biological Threat Protocols

BehaVIOI’a| Thl’eat Assesment Natural Hazard Protocols
. Response Actions

Lockdown
Shelter in Place
Evacuation

Communication Procedures Reverse Evacuation

Active Shooter Lockdown

Procedures & Protocols Response Communications
Staff/Student Training

Drills



SPELL JIF

Virtual Safety Program

Student
..... Safety
Framework

Safe
School
Buildings

Student
Resilience

Visible
Risk
Reduction

Educational

Continutity Student
uden

Online
Safety

Periodic Safety Reviews
Process to Report Concerns
Repair Timelines
Task Accountability

Student Skills Improvement
Self Help Tools
Online Reporting of Concerns

Less downtime
Safe Secure Facilities
Parental Communications

One to One Initiatives
BYOD Risk Assessments

Visibility into Online Activity
Classroom IT Management Tools
Dedicated Student [T Support
Incident Reporting



Virtual

Device
Monitoring

SPELL JIF

Virtual Safety Program

Proactive
Preventative
Maintenance

Framework

Preventive Planned
Maintenance Service

Program Intervals

Service
without
Interruption
of Learning




SPELL JIF VIRTUAL SAFETY PROGRAM

» Over the next year we will develop each of these frameworks to provide member
districts with the resources and sample documentation to implement them.

» The goals of the frameworks are to help member district's continue to respond
proactively to threats and mitigate or neutralize risk.



INFORMATION SECURITY FRAMEWORK - IDENTIFY -
RISK ASSESSMENT

Information Security Framework

Risk
Assessment

Asset Vulnerabilities are Cyber threat intelligence & vulnerabilities Potential business impacts Threats, vulnerabilities, Risk responses are identified
identified and information is received from information and likelihoods are likelihood and impacts are used and prioritized
documented sharing forums and sources identified to determine risk.
y Isa—mlg'll_?' Sample Threat Intelligence Sample Threat Sample NIST
ulnerabilities Assessments Risk Assessment Risk Prioritization
Management Program
Internal Risk

External Risk




INFORMATION SECURITY FRAMEWORK - IDENTIFY -
ASSET MANAGEMENT

Physical Devices and
systems within
organization are

inventoried

Paper Inventory of
Assets

Excel Spreadsheet of

Assets

Purchased Software;

Manage Engine IT Asset

Solarwinds WHD
Brightly Assets

Information Security Framework

Software platforms and
applications within the
organization are
inventoried

Excel Spreadsheet of
Software

Purchased Software:
Manage Engine Asset

Solarwinds WHD
lvanti License Mgr.

Organization communications
& data flows are mapped.

Data Flow Map Drawing -
Sample Payroll

Purchased Software:
Data Flow Mapping Tool
Lucid Chart

Asset
Management

External Information Systems
are catalogued.

Excel Spreadsheet

Purchased Software;
Data Catalog -Altan

Resources are prioritized
based on classification,
criticality and business

value.

Sample Criticality of
Systems Document

Cybersecurity Roles and
Responsibilities for the entire
workforce and third party
stakeholders are established

Sample Information Security
Roles & Responsibilities
Documentation




INFORMATION SECURITY FRAMEWORK - IDENTIFY -
GOVERNANCE

Information Security Framework

Governance

Organization Information Security Policy Information Security Legal and regulatory Governance and Risk
is established Roles & Responsibilities requirements are Management Processes
are Established understood and address cyber risks
managed

. : Sample Cyber Risk
NJ Reporting R t
Sample ISP Sample IR&R =RaTtne TeqUIEErls Management Standard

NJ Breach Link

NJ Cyber Incident Link

FBIIC3 Link



INFORMATION SECURITY FRAMEWORK - IDENTIFY -

GOVERNANCE

Whritten Information Security Policy



https://1drv.ms/b/s!ArRiXnHLyQ-bjOFvmiSMsWDP4x88Jg?e=tbhH6r

INFORMATION SECURITY FRAMEWORK - IDENTIFY -
RISK MANAGEMENT

Information Security Framework

Risk
Management
Strategy

Q

Risk management processes are Organization Risk Organization’s determination of Risk
established, managed and agreed to by Tolerance is determined . .
. Tolerance is informed by districts role and
organizational stakeholders. and clearly expressed.

sector specific risk factors,

Risk Assessment - Link Sample Risk Appetite Sample Risk
Educause Risk Register Statement Management Process -

Cybersecurity- REMS

Article 1 - Creating Risk
Appetite

Article 2 - Cyber Risk




INFORMATION SECURITY FRAMEWORK - PROTECT -
IDENTITY MANAGEMENT

Identity
Management

Authentication &
Access Controls

|dentities & credentials
are issued, managed,
revoked and audited for
authorized devices,
users and processes.

Physical Access to Remote Access Access permissions & Network Integrity is |dentities are proofed .| Users, devices and other
Assets is managed and is managed. authorizations are protected and bound to Credentials
protected. managed via principal of

least privileged

assets are authenticated

commensurate to the
risk of the transaction

—

Sample Credential & Sample Physical Sample Remote Access Sample Standard | east Sample Network Sample Proofing Sample Access,_

|dentity Security Management Policy Privileged Segmentation Standard Process Authorization and
Management Guideline Infrastructure Statement Authentication Standard




INFORMATION SECURITY FRAMEWORK - PROTECT -
AWARENESS TRAINING

Awareness
Training

Users Informed & Privileged Users Third Parties Senior Administration Information Security
Trained Roles & Responsibilities Roles & Responsibilities Roles & Responsibilities Roles & Responsibilities

Training Program

¢ Third Parties
Vetting Checklist

Sample Powerpoint

HANDOUTS
Social Engineering
Threat Intelligence

Public WiFi

MultiFactor

Authentication
Firewall
Common Incidents




INFORMATION SECURITY FRAMEWORK - PROTECT -

NATA QFCIIRITY

Information Security Framework

Data at Rest and in Data
Transit is Protected Security

Integrity_checking mechanisms
are used to verify hardware

Integrity checking mechanisms

Assets are formally managed teosessses p are used to verify software,_
throughout removal, transfer . firmware and information

and disposition et .. integrity

Adequate Capacity to ensure Protections against data leaks
availability is maintained are implemented




INFORMATION SECURITY FRAMEWORK - PROTECT -
INFORMATION PROTECTION

Baseline Configurations
of information
technology/controls
systems is created and Information

maintained . Protection

incorporating security el Processes & ceett
principles Tee Procedures et

Vulnerability Management Plan
is developed and implemented

Cybersecurity is included in
Human Resources Practices(
e.g. Deprovisioning, Personnel

Screening)

A System Development
L|fecyC|et0manage ®00000000000000s
systems is implemented

Configuration Change control
processes are in place.

Response Plans (Incident Response and
Business Continuity) and Recovery Plans
(Incident Response and Disaster Recovery) are
in place.

Backups of Information are
conducted, maintained and
periodically tested

Policies and Regulations

regarding the physical : . Effectiveness of protection technologies

operating environment for 3 . are shared with appropriate parties
organizational assets are met. .

Data is destroyed according to Protection processes are
policy continuously improved




INFORMATION SECURITY FRAMEWORK - PROTECT -
MAINTENANCE

Information Security Framework

Maintenance

Remote maintenance of
organizational assets is

Maintenance and Repairs of

organizational assets is approved,
logged and performed in a
manner that prevents
unauthorized access

approved, logged and
performed in a manner that
prevents unauthorized access.




INFORMATION SECURITY FRAMEWORK - PROTECT -
PROTECTIVE TECHNOLOGIES

Protective
Technology

Audit/log records are determined, Removable media is protected The principle of least Communication and Control Systems operate in pre-defined
documented, implemented and and its use is restricted to functionality is incorporated by networks are protected states to achieve availability (
reviewed in accordance with policy. configuring systems to only e.g. under duress, under attack,
policy. provide essential capabilities during recovery, normal
operations)




SPELL JIF VIRTUAL SAFETY

» Rick Hillman, Virtual Safety Director

» Email: rick@ironwoodlic.net

» Phone: 609-960-2070



mailto:rick@ironwoodllc.net
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