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WHAT IS RISK AND HOW IS IT MEASURED?
IT RISKS

NO GOLDEN BULLET

SYSTEM PATCHING & IT RISK



WHAT IS RISK AND HOW IS IT MEASURED?

®* DEFINITION
®* RISK: A SITUATION INVOLVING EXPOSURE TO DANGER.

® |T RISK: THE POTENTIAL THAT A GIVEN THREAT WILL EXPLOIT
VULNERARBILITIES OF AN ASSET OR GROUP OF ASSETS AND
THEREBY CAUSE HARM TO THE ORGANIZATION

® ANALYSIS

® SIMPLY PUT, WHAT IS THE “EXPECTED PAIN AND DOES IT
OUTWEIGH THE POTENTIAL REWARD?Z" ¢

® RISK AND SERVICE AVAILABILITY
* WHAT ARE THE POSSIBLE BAD OUTCOMES?

® HOW LIKELY ARE THEY?
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® T 1S IMPOSSIBLE TO COMPLETELY MITIGATE RISK AS -
RELATED TO TECHNOLOGY SHORT OF
DISCONNECTING FROM THE INTERNET. EVEN WITH
LIMITLESS FINANCIAL RESOURCES WE CANNOT BE
COMPLETELY SAFE. THE BEST WE CAN DO IS
PROTECT AND DEFEND AGAINST THREATS TO THE
BEST OF OUR ABILITIES, BY PROVIDING REASONABLE
RESOURCES HOPPING OUR DEFENSES WILL PROTECT
US, AND PREPARE FOR DISASTER.



Systems
& IT

The typical server admin works roughly 35-40 Breakdown of hours spent patching
hours a week. Critical system patching can
take anywhere from 5-10 hours to complete
depending on the amount of systems that are
in an environment.

Take into account that many patches must be

done off hours and its easy to see how the
"cost" of system patching can be significant

These numbers will only grow as your digital
footprint continues to grow every year




Nearly 60% of breaches in the last two years
Typical Systems Breakdown in Education have come from unpatched vulnerabilities

The number of lot device has grown 37% from
2017-2018 and that number is continuing to
grow again this year

From 2014 to 2017 there was a 54% increase in
data breaches in education

In the next 5 years the US educational
technology market is expected to grow by
25%
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B Infratrsucture (50%) [ Education/Instructional (25%) What all this means:

Ml Financial/Operational (15%) [ loT (10%) More technology equals more vulnerabilities and
more resources and IT hours to secure them

Sources: www.Darkreading.com, www.lof-analytfics.com, www.varonois.com




The Unsolved Problem

While our budgets remain flat or even shrink and our digital footprint rapidly increases how
can we make sure we are still protecting ourselves and our information?

a Awareness === Helping administration understand the risks that are present and the
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potential cost that a breach would incur

Committing additional resources, financial and staffing to reduce the

[
A\ Resources risk that is present

P Collaboration === Working together with other districts and entities to share knowledge
and reduce risk
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