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KnowBe4, Inc.
• The world’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• CEO & employees are ex-antivirus, IT Security pros

• 200% growth year over year

• We help tens of thousands 

of organizations manage 

the problem of social 

engineering 



Roger A. Grimes
Data-Driven Defense Evangelist

KnowBe4, Inc.

Twitter: @rogeragrimes

LinkedIn: www.linkedin.com/in/rogeragrimes

• 30 years plus in computer security

• Expertise in host and network security, IdM, crypto, 

PKI, APT, honeypot, cloud security

• Consultant to world’s largest companies and 

militaries for decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 12 books and over 1,000 magazine articles

• InfoWorld and CSO weekly security columnist 2005 

- 2019

• Frequently interviewed by magazines (e.g. 

Newsweek) and radio shows (e.g. NPR’s All Things 

Considered)

About Roger

Certification exams passed include:

• CPA

• CISSP

• CISM, CISA

• MCSE: Security, MCP, MVP

• CEH, TISCA, Security+, CHFI

• yada, yada
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Roger’s Books
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Agenda
• Phishing Examples

• Defenses



Problem 
Definition –

How Did It 
Get This 
Way?

Sheer Number of Threats

• Avg: 5K-16K+ new threats/year

• 13-45/day, day after day

Problem – Overwhelming Numbers
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How Hackers and Malware Break In

?

?

?
Here Are the 10 Ways:

• Programming Bug
• Social Engineering
• Authentication Attack
• Human Error
• Misconfiguration
• Eavesdropping/MitM
• Data/Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue
• Physical Attack



• Social Engineering

• Unpatched Software

• But don’t trust me, 

measure your own risk

Biggest Initial Breach Root Causes for Most Companies

https://blog.knowbe4.com/70-to-90-of-all-malicious-breaches-are-due-to-social-engineering-and-phishing-attacks

Social engineering is responsible for 70% - 90% of all malicious data breaches



• The process of maliciously masquerading as a trusted entity to 

acquire unauthorized information or to created a desired action that is 

contrary to the victim’s or their company’s self-interests

• Simply put - a “con”, criminal-intent

• Often done using in-person, email, IM, SMS, phone, etc.

• AKA phishing, spearphishing, spamming, vishing, etc.

• Emails/messages/SMS/Voice calls claiming to be from friends, co-

workers, popular social web sites, banks, auction sites, or IT 

administrators are commonly used to lure the unsuspecting public. 

What is Phishing?



What is Phishing?

Examples



What is Phishing?
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What is Phishing?

Twitter Example



What is Phishing?

Examples



What is Phishing?

Fake Invoice Example



Doesn’t Just Encrypt Your Files Anymore

• Steals Intellectual Property/Data

• Steals Credentials

• Threatens Victim’s Employees and Customers

• Uses Your Stolen Data to Spear Phish Partners 
and Customers

• Public Shames you

Good luck having a good backup save you!

https://info.knowbe4.com/nuclear-ransomware

Nuclear Ransomware

https://info.knowbe4.com/nuclear-ransomware


Ransomware Examples



What is Phishing?

Fake Franchise Agreement



Smishing Examples

• Malicious SMS message

• Becoming very common

What is Smishing?



Voice Phone Phishing

• Malicious person calls pretending to be from a trusted company

• Ex: Microsoft Tech Support has detected a virus on your computer

• Ex: Paypal person claims they have detected fraud on your account 

and need your help to stop quickly stop it

• Often has relevant, correct information about you and your legitimate 

related account

• Malicious person is often using your help to break into your PC or real 

account, as you’re helping them over the phone

What is Vishing?



Voice Phone Phishing

• Malicious person calls pretending to be 

from a trusted company

• Becoming much more common

What is Vishing?
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Agenda
• Phishing Examples

• Defenses
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• Anyone can fall victim to social engineering

• “Smart people” are just as likely to fall victim to phishing as anyone else

• Scammers use “stressors” to make people bypass their normal skepticism 

survival skills

• Whether or not someone clicks on a “phish” or falls victim to a fake phone 

call, has more to due with awareness of digital crime than anything else

• Once people are aware of social engineering, phishing, and all it’s forms, 

the less likely they are to fall victim to it

Phishing Cannot Be Beat by Intelligence



23

Defending Against Phishing

General Defense Methods

• Policies

• Technical Controls

• Anti-Malware Software

• Anti-Spam/Phishing

• Content Filtering

• Security Awareness Training

https://blog.knowbe4.com/the-three-pillars-of-the-three-computer-security-pillars
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Organizational Defenses
Ultimate Phishing Guide webinar - https://info.knowbe4.com/webinar-stay-out-of-the-net

• Defense-in-Depth

• Anything you can do to stop social engineering and better patch software

• Content Filtering

• Anti-Spam, Anti-Phish

• Email Defenses (e.g. block rogue file attachments, reputation checking, etc.)

• SPF, DKIM, DMARC - https://info.knowbe4.com/dmarc-spf-dkim-webinar

• Anti-Malware 

• Use MFA - https://info.knowbe4.com/webinar-12-ways-to-defeat-mfa

• Get Cybersecurity insurance
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Top 5 Defenses for Most Organizations

(in order of importance)

• Mitigate Social Engineering

• Patch Internet-accessible software

• Use non-guessable passwords/multi-factor authentication
• Different passwords for every website and service

• Teach Users How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks

• https://info.knowbe4.com/rogue-urls

• Least-Permissive Permissions

Best Defenses

https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
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What Is the 
Goal of 

Security 
Awareness 

Training?

The overall goal is to help users make 
smarter security decisions every day 
• To reach this goal you must make security 

awareness an integral part of your 
organizational culture that simply becomes 
reflexive

Training users to know

• How to spot bad things

• How to respond
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Personal Defenses
General Personal Defenses

• Security Awareness Training

• Phish Your Employees – monthly or more

• Training – monthly or more

• Hover over EVERY URL link and verify before clicking on

• Fighting Rogue URL Tricks webinar - https://www.knowbe4.com/webinar-library

• When in doubt, chicken out, let someone more knowledgeable investigate

• You investigate - https://info.knowbe4.com/phishing-forensics
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Online Shopping Best Practices

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees

Give “Red Flags” Training

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees
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Online Shopping Best Practices

https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks

Give “Red Flags” Training
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The KnowBe4 Security Awareness 
Program WORKS

Baseline Testing

Use simulated phishing to baseline assess the Phish-prone™ 

percentage of your users.

Train Your Users

The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled reminder 
emails.

Phish Your Users

Best-in-class, fully automated simulated phishing attacks, hundreds of 
templates with unlimited usage, and community phishing templates.

See the Results

Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!

3
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Security Awareness Training Program That Works

• Drawn from a data set of over 
four million users

• Over 17K organizations

• Over 9.1M Simulated Phishing 
Campaigns

• Segmented by industry type and 
organization size

https://info.knowbe4.com/phishing
-by-industry-benchmarking-report



Metrics, Videos, Posters, Gamification, and more

Your metrics and reporting help tell 
your story. 

Consider using gamification and 
incentives to encourage friendly 
competition across departments.

Make everything 
reinforce your point 
and purpose



Security Awareness Training Cycle

Train Like You’re Marketing

• Frequent

• Redundant

• Entertaining



34

Security Awareness Training Cycle

• When Hired

• Acceptable Use Policy

• Longer, Broader Training

• Ongoing

• Monthly simulated phishing attacks

• Immediate training when a test is failed

• Ongoing shorter trainings

• Annual – longer training

• More Training As Needed
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Make It Relevant

• Per Group, Per Role

• You want different training for your executives versus your front-
line employees

• Times, Seasons, Events of the Year

• Different seasons and events generate different types of phishing

• Mix in general topics

• Not just email

• Not just to protect work scenarios only
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Give Them Immediate Feedback Training

• Use Social 
Engineering 
Indicators 
Training
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Keep Training Current

• Scams of the 
Week
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Give Users A Way To Report Attacks

• Give the users a way to 
provide the suspect email to 
someone that can review it

• “Train your employees with 
regard to phishing, and 
provide them with a quick 
and easy way to report 
suspicious emails.” 2017 DBIR

Free Phish Alert Button
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Find Out Where the Weaknesses Are

• Get and Use Good Data
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• Get senior management approval before conducting any simulated phishing 

tests

• Surprises are not good

• Get beginning baseline and ongoing “phish-prone” statistics

• After initial baseline, communicate testing and training strategy to all users

• It’s a part of the training and changing the culture

• Randomize the phishing times and subjects

• Avoid sending out every phish test in one big blast

• Do group-, topic-, news-, and season-specific testing mixed in with broad, 

general categories (e.g. free donuts, etc.)

Best Practices



Resources

» Learn More at www.KnowBe4.com/Resources «



Thank You!

Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4

rogerg@knowbe4.com

Twitter: @rogeragrimes

LinkedIn: www.linkedin.com/in/rogeragrimes


