Northern Burlington County
Regional School District

Breach Story

Richard Kaz, Business Administrator
Steve Lee, Director of Technology



Burlington County

7-12 Regional School District

Chesterfield, Mansfield, North Hanover, Springfield, and
JBMDL

2250 Students

2 Schools

Support all four constituent districts

Three of the constituent districts rely on NB for internet
connection
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Forensic and
Remediation Processes

Forensics of all devices

Monitoring of all devices

Negotiation with the threat actor
Monitoring the dark web for exfiltrated data



Forensic Result

Data was exfiltrated



Forensic Result

Personally Identifiable
Information (Pll) was included in
the data theft



010101001110101100001
~® |0cal and rer
. and veririeq
1000113 0000010103000



Communications

Breach Coach
Forensics/Remediation Firm
Ransom:Negotiator
Insurance Company






Notifications

e Notification to the staff of the incident

* Notified Pll data breach and offered
credit monitoring



CYBER

Data
Protection PROTECTION

A













What we have learned??

No organization too small
Ask questions
Communicate clearly
Answer honestly

Listen to experts

Let the experts do their job



What we have learned??

Know your risks

Discuss your risks

Have a good inventory

Have an IRP (Incident Response Plan)

Technology department is not a forensics or cyber
security expert

Have a good backup! Local and remote!




What we have
learned??

Be patient!
It is a slow process!






THANK YOU!
7%,
Board of Education
Superintendent
| Administrator
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