
Welcome to the SPELL JIF 
Virtual Safety Seminar: 

Managing Virtual Safety and Security Risks 
in a Digital World 

Wednesday, July 19, 2023 



Why Virtual Safety instead of Cyber Security?

If I say, Safety
you think Organization.

If I say Cyber,
you think IT.

If I say Virtual,
you think Instruction.



Why Virtual Safety instead of Cyber Security?

The truth is 
you need the 
combined 
efforts of IT 
and Instruction 
to create a Safe 
Organization.



We can’t afford not to get 
better at this.
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A special ed. teacher's car was 
broken into and 8 student IEPs 
were stolen from her car while 

on vacation in Florida.

Actual Claim Descriptions
District issued laptop and iPad stolen 

from an employee’s car over the 
weekend in front of home. There is 

the potential that PII of students 
were on the devices.

A teacher left a school laptop in 
his car overnight at his home. 
The car was broken into and 

the laptop was stolen.

A survey was taken in middle school in 
spring of 2022. The responses on this 

form contained some student data 
including Student ID, First Name and 
Last Name. This sheet was accidently 

shared with public access and was 
accessed anonymously.

STOLEN 
HARDWARE 
& DATA



District reports that on 1/31/2020 the 
HR Manager of the district was 

terminated effective 2/28/2020. The 
district computer was secured to 

ensure no data was deleted. It was 
discovered that on 2/3/2020, files were 

copied to a personal laptop.

Actual Claim DescriptionsDISGRUNTLED
EMPLOYEE



A middle school 
student used her 

school issued laptop to 
search for prohibited 

subjects and was 
contacted for 

conversation by an 
unrelated adult 

through the chat app. 
This may have exposed 
the student's personal 

information.

Actual Claim Descriptions
BOE has been using the 

Zoom video conferencing 
platform for their remote 
learning instruction and 

have been doing so since 
their closure on March 
17th. At approximately 

2:10pm on Monday, 4/27 a 
Zoom session for their 
Algebra students was 

hacked by nine 
unauthorized participants.

IMPROPER 
ACCESS



On 1/28/19 two BOE 
employees' email accounts 

were compromised. The 
users were not denied 

access to their accounts. 
One users email account 

was used to generate 
spam to other email 
accounts. Office 365 

usernames and passwords 
for 2 employees may have 

been compromised.

Actual Claim Descriptions
School District staff 

member inadvertently 
sent personally 

identifiable 
information and highly 

sensitive data via e-
mail to 12 families. 
The highly sensitive 

information was a list 
of all of the District’s 
low income families 
(approximately 80).

EMAIL 
CHALLENGES



School District was breached and their 
bank logins in the business office were 

intercepted during payroll transfers, 
which led to someone creating and 
approving fraudulent wire transfers 

totaling $400,000.

Actual Claim Descriptions
An unauthorized person sent 
an email to the Board office 

directing a change to an 
employee's direct deposit 

information in order to 
fraudulently re-direct that 

employee's paychecks.

District reported that its assistant superintendent's payroll check was 
stolen through an email phishing scam, changing the bank via direct 

deposit. The Insured is working with our bank and IT team to ensure this is 
the only security breach.

GIVE ME YOUR 
PAYROLL



Actual Claim Descriptions
On 2/15/19 the district business 
administrator was contacted by 

the Superintendent who informed 
him that she did not receive her 

direct deposit and that the 
payment actually went to a bank 

which was not hers.

District reported that a 
payroll breach occurred 

with the May 30th 
payroll. Someone 

identifying themselves 
as the Superintendent 

sent an e-mail to payroll 
requesting a change of 

account form.

Potential security incident in apparent 
attempts to access the payroll server.

GIVE ME YOUR 
PAYROLL



District states that 
about 2 weeks ago a 
vendor's computer 

systems were 
compromised. The 

district believes their 
Business Office 

personnel computers 
are now compromised 
as it appears banking 

accounts and 
passwords may have 

been stolen.

Actual Claim Descriptions
On 9/3/20 at 09:54 
BOE, received an 

email from PNC Bank 
advising that the 
password to the 
online banking 

application used to 
manage accounts at 

PNC Bank had 
changed, followed by 

4 additional emails 
advising that security 

questions were 
altered.

School's telephone 
network provider (Xtel

Communications) 
detected possible 
suspicious traffic 
originating from 

District's site. The 
International Calling 
Services have been 
disabled in order to 

prevent further 
incident.

PARTNER
CHALLENGES



The insured received a notice 
from Tmobile, its cell phone 

vendor, notifying it that 
Tmobile suffered a data 

breach.

Actual Claim Descriptions
Third party software, RealTime, suffered a 

malware attack that temporarily 
interrupted provision of services to clients 

including to the insured school. Reportedly, 
no data was accessed or stolen.

The Difference Card had a data breach. This is a third party 
used to administer part of the District health insurance 

program. We were notified on 7/13/2022 of the breach, 
but were told that none of our data was included in the 

breach.

PARTNER
CHALLENGES



Actual Claim Descriptions

Superintendent arrived at school and 
system was locked.

District systems went down on 11/28/2022 for internet and email. 
No internal or external access. No access to financial, operational 

or instructional software. Entire school system aware.

SYSTEMS
DOWN



On Thursday, April 18, 2019 at 
10:58 am, The BOE 

experienced a Crypto lock virus 
which made their server that 

housed student database 
information system (Genesis) 

inoperable.

Actual Claim Descriptions

District servers are down and 
they have been inflicted with 
ransomware. The technology 
company they contract with is 
in charge of their backups and 

those may have been 
corrupted as well.

SYSTEMS
DOWN



DDoS attack starting with 
internet outages around 
11/23/20 and possibly 

progressing to Zoom class 
interference.

Actual Claim Descriptions
Network is down, which happens after a 

storm. When system restarted they noticed 
that all file backup dates were the same, 

but Tech noticed the Systems 3000 
(Financial Package) was not operating 

correctly.

District's transportation 
server has been 

encrypted and threat 
actors are asking for 3 bit 
coin to release the data. 
District further contends 

that the threat actors 
have denied them access 

just to their 
transportation server. 

SYSTEMS
DOWN



The District received and 
paid a fraudulent invoice 
sent by an unauthorized 
person who was able to 

compromise one or more 
of the school's outside 

vendors.

Actual Claim Descriptions
The school experienced a 
phishing attack and what 

appeared to be lateral 
movement through their 
servers and unauthorized 

changes such as 
installation of screen 

sharing software, HVAC 
overrides, errors in 

telephone server software 
and inability to access 

data.

PHISHING



Educational Software 
Breaches

Number of Districts Impacted by 
Illuminate Student Data Breach 
Grows as a Third Alerts Parents --
THE Journal

Advisen Front Page News

https://thejournal.com/articles/2022/04/25/number-of-districts-impacted-by-illuminate-student-data-breach-grows-as-a-third-alerts-parents.aspx
https://www.advisen.com/tools/fpnproc/fpns/articles_new_1/P/434263944.html?rid=434263944&list_id=1


https://www.nextgov.com/analytics-data/2022/03/report-reveals-surveillance-abuses-educational-technology/363860/



Consequences

Advisen Front Page News
Zywave | Advisen Front Page News

https://www.advisen.com/tools/fpnproc/fpns/articles_new_1/P/515879814.html?rid=515879814&list_id=1
https://www.advisen.com/tools/fpnproc/fpns/articles_new_1/P/517267438.html?rid=517267438&list_id=1


Zywave | Advisen Front Page News

https://www.advisen.com/tools/fpnproc/fpns/articles_new_1/P/518284751.html?rid=518284751&list_id=1


Why Virtual Safety
instead of

Cyber Security?

extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.mckinsey.com/~/media/mckinsey/business%20functions/mckinsey%20digital/our%20insights/building%
20a%20human%20firewall%20to%20block%20cyberattacks%20sosafe/building-a-human-firewall-to-block-cyberattacks-lessons-from-sosafe.pdf

Human Failure causes nine out of ten cyber incidents.  
Behavior change and education are among the most 

effective ways to address cyber attacks.
Learn to Leap: Building a human firewall to block cyberattacks: Lessons from SoSafe



Why Virtual Safety
instead of

Cyber Security?

1.We are physical and virtual beings.

2.We are dependent upon safe physical and virtual 
space.

3.Safety is a matter of construct, awareness, rules 
and, more than anything else, human behavior.



Keep My Identity Safe
Please

Financial Information

Physical Attributes

Residence and Work 
Information

Health Information

Social Security, Driver’s License, 
Credit Cards & more

Virtual Me



SAFETY
360°

ORGANIZATIONAL

VIRTUALEMOTIONAL

PHYSICAL

COMMUNAL

PERSONAL



Because 
safety is 
physical 

and virtual.

Why Virtual Safety instead of Cyber Security?



Thank You
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