d Board Secretary

Frederick J. H _EFM, Manager : Information Technologies/Facilities and
Grounds and School Safety Specialist

*Note: Both panelists hold their respective positions for the Mercer County
Technical Schools and the Mercer County Special Services School District.




‘the fire is out.

* Notifiec : . “Tis strange - but true;
Monday the 16f A — , }5 for truth is always strange;
®* Governor Closes Schools as of the 18th | N\ ™%& Stranger than fiction.”

- Lord Byron (1788-1824)
In his poem Don Juan

%



Time spent first two weeks.
141.9

Normal Covid Cyber
9% 15% 76%
17.5 7.7 141.9 27.7

187.1 Total Hours
4.68

Equivalent Weeks " Normal UL
L

(0X0) 20.0 40.0 60.0 80.0 100.0 120.0 140.0 160.0
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CYBER CLAIMS DISTORT YOUR WHOLE OPERATION



MONDAY
5:30 AMTO 7:00 AM

ant console

06:40 ( __ vere encrypted.

06:57 Notified Su >pears district was a victim of «
O ransomware attack. ——

07:00 Notified School Business Administrator of attack via phone.

%



MONDAY
7:01 AMTO 8:49 AM

k of time

- 08:3 . ctions to call Cell Phone
08:32 Phone 86 ected breach.
08:49 Phone call with KR of Connell Foley reviewed facts, was directed to shut
O down internet by pulling network cables. Pulled ASP, Directed HP to direct

CT to pull HCC and AG to pull SYP.

%



MONDAY
9:00 AMTO 8:15 PM

SUPERINTENDENT P COVID-19 PLAN AND CONFERENCE WITH STAFF
MEMBER (MERCER COUNTY), ASKED QUESTIONS ABOUT RANSOMWARE SO SHE COULD
UPDATE COUNTY. SHARED INFO FROM CONFERENCE BRIDGE.

PHONE CALL FROM DL WILL RETURN FROM SICK LEAVE AS OF 3/16/19

BEGIN DATA COLLECTION FOR IRG

DEPART




TUESDAY
5:30 AMTO 2:00 AM

COVID

a

08:45 Arrived a  Office (Daily Routine).
09:00 Report of Bus Accident at JFC (Bus Accident).



TUESDAY
?:05 AMTO 10:00 AM

s or seaft

09 40 H i 09662 (Bus Accident).

09:51 Adwsed SBA that polic -gency staff asked RC to call 911 to send kids
to hospital to get checked out. Also advised parents not yet called. Attend to internal
difficulty over accident procedures. (Bus Accident).

Phone ML advise that wrecker is in route. (Bus Accident).




TUESDAY
10:13 AM TO NOON

Bus Accident
Bus Accident

Cyber A
1:13 E ers at MCTS to send t
Del [ (&, —

11:37 Emailed draft prés statement for Bus Accident. (
11:41 Call from Vendor re: Floor Install-ASP (Property).



TUESDAY
2:30 PM TO 1:48 PM

COVID )
coviD Ll
Cyber 4
Cyber
ition. (
1o: Cyber
13:12 Call - H  Cyber
o 13:22 Call Cybé'f Attorney — Status 'ud'd'r — network secured |
13:48 Emailed JW at Dell re: Ship to address to MCSSSD. (

%



TUESDAY

2.00 PMTO 7:15 PM

Cyber_,";
sel. (€1°1):

_ d Personnel, verify
functic Cyber
18:54 quilec.luR'M'C' woice for Insurance Claim for HWH ASP.
(Property).
19:15 Depart for Day

%



WEDNESDAY

, SBA
ers
ation sent
d provide

e : ond response to
pandemic; . _ g brief staff on COVID Plan.

Property Claim -MeéwAdius or on.

O

%

20:15 PM Depart




SATURDAY & SUNDAY
WEEKEND

th a fever.
ernally.
* Worked Sunday m atic ternally and externally,

working directly with the Bodr of Health, the JIF and various contractors to

sanitize and prepare the facilities for school on Monday, March 16, 2020.

%



MONDAY - FRIDAY
WEEKEND

CYBER — 13 Hours
COVID
COVID

CYBER — 13 hours _
21:45 -

March 18, 2020 —

06:15 Onsite
07:00-19:00IRT onsite work with them. (

/} 17:00 Depart



* Technicians working




Restore Temporary Email Services to Staff (New Domain)
Prepare inventory of existing hardware
Order new hard drives for all systems & servers

Restored VOIP Phone Services

Restore AD Structure and Domain Controllers

" Deployed Endpoint Detection & Response (Sentinel One)

Migrated Student Devices into Student VLAN

Configured temporary DHCP Servers
Configured and deployed NGFW PA-3220

Restore servicesto Door Controls & CCTV Systems

Restored Basic Network Services District wide

Transferred & Restored Email to Google for original
domain

Completed on March 10,2020
Completed on March 10, 2020
Completed on March 12,2020
Completed on March 16,2020
Completed on March 16,2020
Completed on March 16,2020
Completed on March 18,2020
Completed on March 19,2020
Completed on March 26,2020
Completed on March 31,2020
Completed March 31,2020
Completed April 1, 2020




Replaced aging network switch gear , migrate to fiber Completed May 1, 2020
wide area network.

Remove and scrap and dispose of all old servers Completed May 15,2020

Reimage and install Software for Administrative Completed May 15,2020
Workstations

Reimage and Install Software for Staff Workstations Almost done, should be completed by 8/1 /20
e Reimage and Install Software for Student Workstations In Process — Target Completion 8 /20/20
Build GPO, and Student AD In Process — Target Completion 8 /20/2020

Rebuild & Configure Helpdesk Server(WHD — Solar In Process — Target Completion 8 /20/20
Winds)

Rebuild & Configure Monitoring Server(Intermapper) In Process — Target Completion 9/15/2020
Deploy Classroom Management Solution(GoGuardian) Product Selected — Target Date 9/30,/2020
Deploy CASB Solutionto Manage Cloud Assets(Cloudlock)  Product Selected — Target Live Date 10/15/20
Deploy Backup Solution for Onsite and Cloud Files Starting Investigation—Target Date 11 /15 /20

Deploy Security Awareness Training/Phisher(KnowB4) Product Selected — Target Date 9/30/2020




ition, often.

lomain,
3. Train indle a suspected malware
attack(Remove from Network)
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